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At present labor relations can be characterized by increased flexibility in terms of forms of
employment and subordination. At the same time the extent to which employers monitor both
workers and the work process is significantly wider1. Economic, personal and social risk
related to employment results in the situation whereby employers apply advanced methods of
monitoring their workers or applicants and collecting information about them in order to
minimize potential economic losses.
The employer’s right to control employees in the workplace and collect information about
them is an inherent element of labor relations, yet there remains a potential sphere of conflict
with the workers’ rights to privacy.
At the international level, protection of privacy is guaranteed in the article 17 of the
International Covenant on Civil and Political Rights and article 8 of the European
Convention on Human Rights and Fundamental Freedoms 2. Detailed solutions are specified
in the regulations concerning protection of personal information in employment relations 3.
There are also soft law documents devoted specifically to the protection of workers’ personal
data, namely Recommendation R(89) of the Committee of Ministers of Member States on the
Protection of Personal Data Used for the Employment Purposes 4 and adopted on January 18th,
1989: ILO Code of Practice of Worker’s Personal Data Protection 5.
As far as EU legislation is concerned, Directive 95/46 EC from October 24 th, 1995 on the
protection of individuals with regard to the processing of personal data and on the free
movement of such data6, has to be mentioned here. Its provisions are further particularized
and amended in Directive 2002/58 EC on personal data processing and protection of privacy
in the field of electronic communication 7.
1 Roger Blanpain, “The Social Challenges of the XXIst Century and Fundamental Social Rights”, in Council
of Europe and the Social challenges of the XXI st Century, (Bulletin of Comparative Labour Relations),39,
(Kluwer Law International : The Hague/London/Boston, 2001), 11-13.
2 It should be noted, that in Covenant subject of regulation is “arbitrary” and “unlawfull” ingerence in privacy,
and European Convention states generally right of every person for protection of privacy.
3 See Council of Europe Convention for the Protection of Individuals with regard to Automatic Processing of
Personal Data 28 January 1981; OECD Guidelines on the Protection of Privacy and Transborder Flows of
Personal Data 1981.
4 Text in Tadeusz Jasudowicz, Ochrona danych. Standardy europejskie. Zbiór materiałów,( Toruń ,1998), 6369.
5
Text in Protection of workers’ personal data, International Labour Office, Geneva 1997, 1-7
www.ilo.org/public/english/protection/condtrav/pdf/wc-code-97.pdf
6 Official Journal of the European Union L 281,23/11/1995,31-50.
7 Ofiicial Journal of the European Union, L 201, 31/07/2002,.37-47.
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In Polish legislation the right to privacy is guaranteed in article 47 of the Constitution of
the Republic of Poland. Privacy is protected as personal interest by the provisions of articles
23 and 24 of the Civil Code. In the sphere of labor relations, the rule on respecting the dignity,
as well as personal interest of employees expressed in the provisions of article 11 of the Labor
Code as well as in the catalogue of workers’ personal data the employer, is allowed to acquire
specified in the provisions of article 22 of the Labor Code, seem to be of fundamental
significance. Additionally, the employer as a subject responsible for data administration and
acquisition is obliged to apply the norms expressed in the provisions of the Act on Personal
Data Protection from August 29th, 19978.
The right to privacy is a fundamental human right and is not derogated by labor relations.
The judgments of the European Court of Human Rights include, among others, the right to
establish and develop interpersonal relations, the right to respect the privacy of both telephone
as well as electronic communication 9, the right to the privacy of intimacy and sexual life. In
case of the Niemietz judgment, the European Court of Human Rights stressed that most
personal contacts are established in the workplace 10. Yet the right to privacy is not absolute
and is subject to modification depending on the nature of work relations. The scope of
workers’ privacy is narrowed and employees have to acknowledge the fact that workplace is a
public domain and the rights of the employers have to be respected 11.
In general discussions on the scope of privacy in the workplace, a lot of attention is
devoted to issues concerning the object of potential control exercised by employers. It seems
however, that the right to privacy is secured when workers are aware of both the very fact of
monitoring as well as its scope.
The analysis of international and Polish regulations allows to formulate a rule whereby all
employees subjected to any forms of control have to be aware of both monitoring and data
processing procedures. The rule is strictly connected with the principle of respecting human
dignity of workers.
8 Journal of Laws 2002, No 101, point .926 and further amendments.
9 Niemietz v. Germany, application nr 13710/88, 16.12 1992, Series A 251, p.33, para.9.
10 See ibidem. In the Kopp case the Court stated that the fact that telephone conversation taking place in the
solicitors office are covered by the notions of ‘private life’ and ‘correspondence’ in the meaning of article 8
of the European Convention of Human Rights is beyond any discussion;–see. Kopp v. Switzerland, Reports
of Judgments and Decisions, No 67, 1998-II, p.539, para 50.
11 The judgment of the Supreme Court from Nov 19th, 2003, ref no. I PK 590/02.
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This principle is expressed in the provisions of article 47 of the Constitution of the
Republic of Poland which secures the individual’s right to protection of personal information.
This means that particular individuals retain the right to decide about the scope of personal
information made available to other subjects as well as the right to maintain control over
personal information which is in possession of other parties. Detailed regulations concerning
the protection of personal data are specified in article 51, section 3 of the Constitution of the
Republic of Poland.
The right to privacy is also manifested in the freedom to communicate regulations
specified in article 49 of the Constitution of the Republic of Poland which include provisions
on the secrecy of correspondence and interpersonal contacts 12.
In its judgment from April 13 th, 1972, the Supreme Court stated13 that the widely applied
practice, based on labor regulations and common custom, of searching workers with the
intention of preventing the removal of property from businesses, is legal and does not violate
the personal interest of workers provided the workers have been informed in advance of such
forms of monitoring and that such cases of search are implemented in agreement with
workers’ representatives and in the way which is not in conflict with its social and economic
purpose and principles of social relations.
Two significant issues were raised in the verdict. While the first is related to the obligation
to keep the interested party informed, the second strengthens the protection of individual’s
rights by introducing the requirement to reach agreement with personnel representatives. The
principle of taking into account the rights of trade unions as well the right to negotiation as
forms guaranteeing the protection of the right to privacy in the context of personal data
processing is stressed both in the Preamble as well as in the text of Recommendation R (89)
and in ILO Code of Practice. The obligation of the employers to inform workers of their
potential activity is of paramount importance here. In fact, it would be difficult to talk about
real protection of rights if employees were informed about procedures post factum.

The

European Court of Human Rights seems to share this standpoint.

12 See the judgment of the Constitutional Tribunal from Feb 19th, 2002, ref No . U 3/01, OTK ZU nr 1/A/2002,
point. 3; and from June 20th, ref no. K 4/04.
13 I PR 153/72; OSNC from 1972, no 10, point 184.
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While being informed, workers are able to assess the scope of their privacy in the
workplace, so for instance they know whether particular telephone numbers dialed are
subjected to monitoring and if they wish to take the risk of having specific personal
information disclosed.
In their judgments, the European Court of Human Rights introduced the concept of
reasonable privacy expectation. The concept was developed in the context of cases whose
subject matter was litigation on the extent to which interception or monitoring telephone calls
and electronic communication in the workplace violates the provisions of article 8 of the
European Convention on Human Rights. The decisions of the Court show explicitly that
phone calls made from facilities located on business premises are covered by the concepts of
‘private life’ and ‘correspondence’ in the meaning of article 8 paragraph 1 of the
Convention14. In the recent Copland v. United Kingdom15 case the European Court of Human
Rights observed that the applicant had not been warned that her telephone calls or electronic
communication could be subjected to monitoring. Hence in the view of the Court she had a
reasonable expectation as to the privacy of calls made from her telephone (paragraph 42 of
the judgment). The same expectation should apply in relation to the applicant’s e-mail and
internet usage since collection and storage of personal information was performed without her
knowledge. By reasoning of their judgment the Court referred to the Halford v. United
Kingdom case16 whose matter, however, concerned interception of calls made from a
telephone designed for private use. As Assistant Chief Constable, Ms Halford was provided
with two telephones, one of which was specifically designed for her private use. In these
circumstances the employer precisely defined the limits between the applicant’s private and
professional life.
On this basis it can be assumed that monitoring workers without advance warning of such
option interferes in their privacy. Such interference can be justified provided it meets the
criteria specified in article 8, paragraph 2 of the European Convention on Human Rights.

14 Malone v. The United Kingdom, application no 8691/79 , 02.08.1984, Series A, no 82, para 64; Klass and
others v. Germany , application no 5029/71, 06.09. 1978, Series A.28, para 41.
15 Copland v. The United Kingdom , application no 62617/00, 03.07.20007.
16 Halford v. The United Kingdom, application no 20605/92, 25.06 1997, Reports of Judgments and Decisions
1997-III, No 39.
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The right to be informed is particularized in the regulations on personal data protection.
The regulations impose the obligation to meet the criteria of lawfulness, fairness and
purposefulness of data processing and acquisition. By principle the employers are not allowed
to collect sensitive data related to sexual life, religious beliefs or trade union membership.
The workers’ right to be informed of the procedures of personal data collection and
processing as well as the right to access relevant databases and rectify the information
contained in them is expressed in article 51, sections 3 and 4 of the Constitution of the
Republic of Poland. Polish Labor code remains silent on such issues, and only article 22
outlines the catalogue of information the employer can demand from the employee.
Disclosure of such data is subject to a written consent executed by the person concerned.
Processing any other data requires consent of the employee, unless such processing is
governed by other regulations17. Article 32, section 1 on the protection of personal data
applies here. According to its provisions any individual is entitled to control the data which
apply to such individual. The regulation, among others, covers purposeful access to
information as well the scope and form of data processing and acquisition18. The forms in
which the obligation to keep the employees informed can be implemented are particularized
in article 33 of the Act.
According to the provisions of paragraph 11.1 of the Recommendation R (89) 2 any
information related to personal data in possession of the employer should be made available
either directly to the workers concerned or indirectly through personnel representatives, or
otherwise should be delivered by means of appropriate resources. The information should
specify the major purpose of data storage, types of data stored, categories of individuals or
institutions to whom such data is systematically transferred as well as the purpose and legal
regulations on the grounds of which such transfer is based. Paragraph 12 of the
Recommendation specifies the details concerning access to such data and their rectification.
The same terms and conditions are subject to the provisions of the ILO Code of Practice
which in paragraph 5.8 specifies that workers and their representatives are entitled to access to
information on data processing, principles of data processing as well as about their rights in
17 Małgorzata Gersdorf, „Nowe techniki gromadzenia i przetwarzania danych osobowych pracowników a
ochrona ich prywatności”, www.26koferencjagiodo.gov.pl/data/resources/GersdorfM_paper.pdf, 10.
18 Andrzej Drozd, Prawo podmiotu zatrudniającego do pozyskania informacji o kandydacie na pracownika
(Warszawa, 2004), 116-135.
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this respect. Detailed regulations concerning the right to be informed and access to data are
specified in paragraph 11.1-5 of the Code.
The workers’ right to be informed about personal data collection and processing is
corollary with the employer’s obligation to keep the employees informed. Article 24, section 1
of the Act on personal data protection specifies the duties of data administrators in respect of
the information acquired. The employer as a data administrator is statutorily obliged to inform
the employees about the purpose for which information is collected and their rights to access
as well as rectify data which apply to them19.
Paragraph III. 1 of the Recommendation R (89) 2 obliges the employer to consult and
inform workers of any introduction or introduction of changes in automatic systems or
technical facilities prior to their implementation, yet in case such procedures are likely to
interfere in privy of employees or their dignity, the employer is obliged to request their
consent unless local regulations permit otherwise. The rule applies to the introduction or
introduction of change in technical procedures whose aim is monitor the employees’ mobility
(e.g. systems of geographical location) or their efficiency. This may include the installation of
cameras, monitoring phone calls or numbers dialed by the workers or monitoring computer
keyboards20. Similar requirements concerning consultation and informing personnel
representatives prior to the introduction of systems monitoring the behavior of the staff are
specified in paragraph 21.1 of the ILO Code of Practice.
International regulations indicate that employers should not limit access to information
indirectly by means of introducing the requirement to specify the purpose for which particular
item of information is needed or to cover the costs of copying the data (paragraph 11.7 ILO
Code of Practice). All data should be available during normal working hours. In case such
option is not possible, the employer should in agreement with trade unions specify the form in
which such data can be made available provided the form accepted respect the rights of the
workers and is not in conflict with the employer’s interest 21.
19 Andrzej Drozd,Ustawa o ochronie danych osobowych. Komentarz. Wzory pism i przepisy (Warszawa, 2005),
132 -139.
20 See Explanatory Memorandum Recommendation No (89) 2 Committee of Minister to Member States
concerning on protection of personal data used for employment purposes, https:// wcd.coe.int/ViewDoc.jsp?
Ref=ExpRec
(89)2&Language=lanEnglish&Ver&original &Site, 7-8.
21 Protection …, op.cit., 22-23.
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Apart from the consultation and information availability aspects presented above, the
subjectivity of the employees is protected by the obligation to treat individual employees as
primary sources of information about them 22. Article 25.1 of the Act on Personal Data
Protection specifies that whenever any personal data is collected from any third party not
concerned, the data administrator is obliged to inform the person concerned directly once their
data have been stored. It needs to be stressed that the ILO Code of Practice stresses that
collecting information about individuals from any third party requires explicit consent of the
worker concerned23. The Recommendation remains silent in this respect, yet indicates at the
need to acquire an advance approval or information in respect of persons applying for
particular positions. In case there occurs a need to resort to other resources which go beyond
labor relations, the Recommendation obliges the employer to inform the interested party of
each and every such case. As far as recruitment procedures are concerned, the procedures
applied should be limited to those which are relevant for the purpose of assessing candidates’
ability and the future prospects of their careers 24.
Explicit and intentional consensus is required in case of information concerning the
worker’s health condition (paragraph X.3 of the Recommendation R (89) 2). The regulation
corresponds to paragraph 4.3 of the Recommendation R (81) of the Committee of Ministers of
the Council of Europe on automated medical information databases. It specifies that the
persons from whom data is acquired have to be informed of the way such data is used.
A significant threat in the protection of privacy occurs in the case of medical tests, and in
particular HIV tests. The International Guidelines on HIV/AIDS and Human Rights from 2006
stress that in view of the provisions of article 17 of the International Covenant on Civil and
Political Rights the duty of States to protect the right to privacy, therefore, includes the
obligation to guarantee that adequate safeguards

are in place to ensure that no testing

occurs without informed consent, that confidentiality is protected, particularly in health and
social welfare settings, and that information on HIV status is not disclosed to third parties
without the consent of the individual 25.
22 Para IV.1 Recommendation; para 6.1 ILO Code of Practice.
23 Para 6.2 ILO Code of practice. Explicit consent assumes written form only - see Protection..., op.cit., 11.
24 Para. IV.3 Recommendation.
25 International Guidelines on HIV/AIDS and Human Rights from 2006 text available:
www.ochr.org/documents/publications/HIVAIDSGuidelinesen.pdf , p. 93, para 121.
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Monitoring the workplace is one of the most frequent forms of controlling workers. It has
to be noted that explicit rules of such monitoring are specified in the ILO Code of Practice
only. According to its provisions all workers subjected to monitoring should be informed in
advance of the implementation of such procedures, their purpose, time schedule, methods and
techniques utilized, whereas the employers are obliged to minimize to interference in the
private lives of their workers (6.14(1)).
Secret monitoring in the understanding of the Code of Practice can be permitted provided
it is permitted by local regulations and only in case criminal activity or wrongdoing is
suspected (paragraph 6.14.(2a,b)).
Unfortunately there are no specific legal regulations concerning such monitoring in the
Polish Labor Code. In fact, if monitoring assumes the form of collecting and processing
personal data, the need to inform the employees of such procedures may arise on the grounds
of the Act on the Protection of Personal Data. Yet not all forms of control are of this nature. In
view of the lack of appropriate norms in Polish legislation there occur attempts to specify the
principle rules of monitoring in the workplace 26.
In view of the above it has to be noticed that the right to be informed inevitably
corresponds to the requirement of ‘predictability’ of legal regulations. This means that legal
regulations which permit potential interference in privacy on the part of state authorities
should be precise and should leave no doubts as far as circumstances in which such
interference is possible. In Polish law, the requirement is based on the provisions of article 31,
section 3 of the Constitution of the Republic of Poland. The exclusions permitted by the law
are limited to statutory cases which include the situations of protecting the security of the
state, public order, health, public morals, environment freedoms or rights of other persons.
These limits must be in compliance with the rule of necessity and proportionality. The
decisions of the Polish Constitutional Tribunal indicates that in view of article 2 of the
Constitution of the Republic of Poland there exists the legislators’ obligation to specify

26 Dominika Dörre - Nowak, „Monitoring w miejscu pracy a prawo do prywatności”, Praca i Zabezpieczenie
Społeczne 9 (2004); Arkadiusz Lach, „Monitorowanie pracownika w miejscu pracy”, Monitor prawa pracy
10 (2004).
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precisely the circumstances whereby such interference is possible so that the arbitrariness of
decision making bodies applying the law is limited 27.
In the Copland case the European Court of Human Rights stated that at the relevant time
there was no general domestic law regulating circumstances of which the employer could
monitor the use of telephone, e- mail, internet by the employee. The government argued that
the College was authorized under its statutory powers to do “anything necessary or expedient”
for the purposes of providing higher and further education, but in Court’s assessment this
submission was unpersuasive. In College there were no governing instruments regulating
policy of monitoring of workers (paragraph 47).
In view of the above, it is worth noticing, that while analyzing the lawfulness of evidence
it took into account not only the very existence of appropriate legal regulations but also their
quality. Such regulations should be in accordance with the rule of law, which means that
domestic regulations should meet the criteria of accessibility and predictability and hence
secure citizens from any abuse of power on the part of authorities 28. More precisely it is
necessary to indicate the nature of the offences, categories of people liable to have their
telephones tapped subject to the

limit on duration of such tapping. Furthermore any

procedures applied require judicial supervision 29.
In view of the above considerations it can be argued that informing employees about all
forms of collecting personal data, supervision or observation constitutes the primary legal
obligation of actions taken by employers which are related to such procedures. In view of the
right to privacy in the workplace, employees have to be informed about the forms used and
the extent covered by the utilized system of acquiring information about workers, since only
then they can consciously undertake the risk of revealing private information. It is vital to
remember that the employees’ right to information is paralleled by the employers’ duties to
provide information to the staff, which is expressis verbis formulated in legal regulations
concerning the protection of personal data. Simultaneously, the right to information underlines
the regulations concerning the objective right to treat and respect all employees in the
27 The judgment of the Constitutional Tribunal from June 20th, 2005, ref no K 4/04.
28 Halford, para49.
29 Kruslin v. France, application no 11801/85, 24.04.1985, Series A-176 A, para35; Huvig v.France
application nr 11105/84 24.04.1990, Series A- 176 B, para34; Valenzuela Contreras v. Spain, 30.07.1997,
Reports 1998-V, para 46.
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workplace in an equal way. Legal regulations do not exclude any forms of secret monitoring
or information acquisition with employees not being informed provided they have undertaken
for exceptional reasons. Such cases of interference into the employees’’ privacy are permitted
provided they meet the requirements specified in article 8, paragraph 2 of the European
Convention on Human Rights and Fundamental Freedoms or in article 31, point 3 of the
Constitution of the Republic of Poland.

